Suffolk Business Resilience Toolkit
Building Everyday Resilience, Continuity and Long-Term Success

This toolkit complements the practical Business Continuity Toolkit. Use the established Business Impact Assessment, Business Continuity Plan and implementation checklist to prepare for and manage disruption. Use this resource selectively to explore wider financial, commercial, strategic, workforce and leadership resilience.
This companion resource looks beyond incident readiness to the wider conditions that help a business remain viable and adaptable, including financial stability, customer concentration, strategic choices and leadership capacity.
This toolkit has been designed to help organisations:
· Protect day-to-day operations
· Reduce vulnerabilities before disruption occurs
· Improve financial and operational resilience
· Strengthen cyber security and data protection
· Develop resilient leaders and teams
· Create a culture of continuous improvement
· Respond effectively when disruption does occur

The Seven Pillars of Business Resilience
Successful organisations build resilience across seven connected areas: financial resilience, operational resilience, supply chain resilience, workforce resilience, cyber resilience, strategic resilience and leadership resilience. The health check uses these same areas so that organisations can identify priorities and select the most relevant follow-on modules.
1. Financial Resilience
Maintaining healthy cashflow, financial stability and sustainable growth.
2. Operational Resilience
Supporting the continuation and recovery of priority activities during disruption.
3. Supply Chain Resilience
Reducing dependence on single suppliers and critical resources.
4. Workforce Resilience
Developing skilled, adaptable and supported teams.
5. Cyber Resilience
Protecting systems, information and digital services.
6. Strategic Resilience
Building adaptable and sustainable business models.
7. Leadership Resilience
Supporting leaders to make effective decisions under pressure.

How to use this companion resource: first complete the short resilience health check. Then select only the modules linked to your weakest or most important areas. Record agreed improvements in one action plan and transfer any continuity-specific actions into the existing SME Business Continuity Implementation Checklist. Organisations do not need to complete every module.
Module 1
Business Resilience Health Check
Use this assessment to understand your current resilience position.
Score each of the seven resilience areas used throughout this toolkit: financial, operational, supply chain, workforce, cyber, strategic and leadership resilience.
	Rating
	Definition

	1
	Significant weaknesses

	2
	Requires improvement

	3
	Adequate

	4
	Strong

	5
	Highly resilient



	Area
	Score

	Financial Resilience
	

	Operational Resilience
	

	Supply Chain Resilience
	

	Workforce Resilience
	

	Cyber Resilience
	

	Leadership Resilience
	

	Strategic Resilience
	



Interpret the overall score with care. A low score identifies areas requiring prompt attention; a higher score indicates more developed arrangements but does not guarantee that they are effective. Review individual area scores as well as the total, because one significant weakness may be hidden by stronger results elsewhere.
7-15: Vulnerable
16-25: Developing
26-35: Resilient
Use the total score as a guide only and review each individual area before agreeing priorities.
Key Actions
What are your top three resilience priorities?
1. 
2. 
3. 

Module 2
Financial, Cashflow and Trading Resilience
Financial pressures remain one of the most common causes of business disruption.
Financial Resilience Checklist
Forecasting
☐ Maintain a rolling 12-month cashflow forecast
☐ Review financial performance monthly
☐ Track gross profit margins
☐ Monitor debtor days
Liquidity
☐ Understand minimum operating costs
☐ Have access to emergency funding
☐ Maintain cash reserves where possible
☐ Review overdraft and lending facilities
Commercial Stability
☐ Review customer concentration risk
☐ Diversify income sources
☐ Review contracts annually
☐ Monitor market changes

Customer Dependency Assessment
	Customer
	Annual Revenue
	% of Turnover
	Risk Level

	
	
	
	

	
	
	
	

	
	
	
	


Reflection Question
If your largest customer ceased trading tomorrow, what impact would this have on your business?


Mitigation Actions



Module 3
Supply Chain and Dependency Resilience
Use the Business Impact Assessment to record operational dependencies, single points of failure and recovery workarounds. Use this module only for broader commercial questions that sit outside the BIA, such as supplier concentration, market availability, contractual leverage and the financial effect of replacing a supplier.
Commercial Supplier Assessment
Identify critical suppliers, assess the organisation’s level of dependence, consider the availability and cost of alternatives, and record any action needed to reduce commercial exposure.
Suppliers
	Supplier
	Critical?
	Alternative Available?

	
	
	

	
	
	



Technology
	System
	Critical?
	Backup Available?

	
	
	

	
	
	


People
	Key Role
	Deputy Identified?

	
	

	
	



Resilience Checklist
People
☐ Cross-train staff
☐ Develop succession plans
☐ Document key procedures
Suppliers
☐ Identify alternative suppliers
☐ Review contracts
☐ Maintain supplier contact lists
Technology
☐ Backup critical systems
☐ Test recovery procedures
☐ Maintain support agreements

Module 4
Process-Level Risk Assessment
Failure Mode and Effects Analysis (FMEA)
Business continuity often focuses on organisation-wide risks.
FMEA can help an organisation examine how a specific process might fail, the likely effect and the controls or actions required. Use a clearly defined rating method and involve people who understand the process. For complex, safety-critical or regulated activities, seek appropriate specialist advice rather than relying on this simplified template alone.

Rate likelihood and impact separately from 1 to 5, then multiply the two scores to produce the risk rating. Record both scores and the calculation in the Risk Rating field. Treat 1-4 as low, 5-9 as moderate, 10-16 as high and 17-25 as very high. Record the basis for each score and prioritise actions according to the organisation’s own risk criteria.
FMEA Assessment Template
	Process Step
	Potential Failure
	Impact
	Existing Controls
	Risk Rating
	Action Required

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Example
	Process Step
	Potential Failure
	Impact
	Existing Controls
	Risk Rating
	Action

	Customer Orders
	Ordering system unavailable
	Order delays
	Daily data backup
	2
	Create manual ordering process



Benefits of FMEA
✓ Identifies hidden vulnerabilities
✓ Improves operational reliability
✓ Strengthens customer experience
✓ Supports continuous improvement
✓ Reduces disruption before it occurs


Module 5
Strategic Resilience and Business Model Review
A robust business model is one of the strongest resilience tools available.
Business Resilience Canvas
Customers
· Are we over-reliant on one sector?
· How well do we understand customer needs?
Value Proposition
· What differentiates us?
· What services generate the most stability?
Revenue Streams
· Could revenue continue during disruption?
· Are there alternative income sources?
Key Activities
· Which activities are critical for survival?
Resources
· What assets are essential?
Partnerships
· Do we have alternative partners available?
Cost Structure
· What costs must be maintained?
· What costs can be reduced in an emergency?

Strategic Discussion Exercise
Complete the statement:
If our market changed significantly within the next 12 months, our response would be:



Module 6
Cyber Resilience and Information Security
Effective cyber resilience protects customers, operations and reputation.

Cyber Resilience Checklist
Protect
☐ Multi-Factor Authentication (MFA)
☐ Strong password policy
☐ Endpoint protection
☐ Patch management process
☐ Access controls reviewed
Detect
☐ Security monitoring enabled
☐ Staff cyber awareness training
☐ Phishing awareness programme
Respond
☐ Cyber incident response plan
☐ Data breach reporting process
☐ Communication procedures agreed
Recover
☐ Backups completed regularly
☐ Recovery testing undertaken
☐ Critical systems prioritised



Cyber Maturity Assessment
	Question
	Yes
	No

	MFA implemented?
	☐
	☐

	Backups tested?
	☐
	☐

	Incident plan documented?
	☐
	☐

	Staff trained annually?
	☐
	☐

	Data protected appropriately?
	☐
	☐



Module 7
Leadership and Personal Resilience
A resilient business requires resilient leaders.
Periods of disruption can place significant pressure on decision-makers, employees and stakeholders.

Personal Resilience Assessment
Rate yourself from 1 to 5.
	Statement
	Score

	I manage stress effectively
	

	I delegate responsibilities
	

	I maintain healthy boundaries
	

	I seek support when needed
	

	I remain calm under pressure
	

	I plan proactively
	




Leadership Resilience Checklist
☐ Key responsibilities delegated
☐ Deputy arrangements in place
☐ Critical knowledge documented
☐ Team communication procedures established
☐ Wellbeing support promoted
☐ Peer support networks identified
☐ Leadership succession considered

Business Continuity Scenario
Leadership Absence Exercise
Imagine your Managing Director, owner or senior leader is unavailable for four weeks.
Who would:
· Make key decisions?
· Authorise expenditure?
· Communicate with customers?
· Lead operational activities?
· Approve strategic decisions?
Document answers below.



Module 8
Continuous Improvement and Annual Resilience Planning
Review financial, operational, supply chain, workforce, cyber, strategic and leadership resilience at agreed intervals, using the health-check results and significant business changes to determine the depth and frequency of each review.
Quarterly Review Checklist
Financial
☐ Cash reserves reviewed
☐ Revenue concentration assessed
Operational
☐ Process risks reviewed
☐ Critical suppliers assessed
Supply chain
☐ Supplier concentration and alternatives reviewed
☐ Significant supplier or market changes assessed
Workforce
☐ Training completed
☐ Succession plans reviewed
Cyber
☐ Security controls reviewed
☐ Recovery testing completed
Leadership
☐ Deputy and succession arrangements reviewed
☐ Leadership capacity, decision-making cover and support needs assessed
Strategy
☐ Market changes assessed
☐ Emerging risks identified

Resilience Improvement Action Plan
	Priority Area
	Improvement Action
	Owner
	Target Date
	Status

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Building a Resilient Culture
Business resilience is not a document.
It is a culture.
Resilient organisations:
· Plan ahead
· Learn from mistakes
· Challenge assumptions
· Share knowledge
· Diversify risk
· Invest in people
· Protect critical information
· Review and improve continuously
When resilience becomes part of everyday decision-making, organisations are better equipped to withstand disruption, adapt to change and thrive in uncertain environments.

Final Resilience Commitment
Over the next 12 months, our organisation will:
1. ___________________________________
2. ___________________________________
3. ___________________________________
4. ___________________________________
5. ___________________________________

